Toolbox Talk John Pye
GDPR - Protecting Personal Data Auctions

Introduction and background information

UK GDPR stands for the General Data Protection Regulation as it applies in the UK; since Brexit there is also EU GDPR, which is
relevant to John Pye Subastas. Other applicable laws in the UK are the Data Protection Act 2018 and the Data (Use and Access) Act
2025. These laws together govern how we collect, use, store, and share personal data.

Personal data is information that is collected, stored and used by an individual or organisation and includes any information that
can identify an individual person (a data subject), such as:

e Names

e  Email addresses

e  Phone numbers

e Photos

e Records relating to a person as an employee or a customer for example, such as bank or credit card details, Photo ID and
NHS medical records

On its own a postcode won’t identify a person as it is used by everyone that lives in that postcode; add in a surname or a house
number and it is far more likely that an individual could be identified.

A company itself does not have personal data, although its staff and employees’ contact details are still regarded as individuals’
personal data.

There is also a specific category of sensitive personal data, which includes personal data relating to age, ethnicity, religion or political
opinion, marital status, maternity, health, sexual orientation, gender reassignment, trade union membership or previous criminal
offences.

Within JPS’ business personal data might include:

e  Customer information: invoices, e-mails, databases (IDS, FileMaker, TAWK)
e Data subjects include: customers, JPS’ staff, contact information for staff working at vendor and contractor companies

Is someone or something a controller, processor, both or neither?

e Adata controller is the party that decides how data will be collected, used and processed, and who may process it.

e Adata processor is anyone acting for the data controller who must follow the controller’s instructions.

e Third party and recipient - anyone who is not the data subject, controller or processor. This often means the recipient of
the data that receives it from the data controller.

e Insome limited circumstances, it is possible to handle data and not fall into the category of controller or processor.

Why it matters:

Failure to follow GDPR can lead to serious fines from the Information Commissioner’s Office (ICO), reputational damage, and
loss of trust in JPS.

Who can help answer data queries?

In the first instance, queries should be sent to privacy@johnpye.com; Ros Keen (Head of Legal) is the Data Protection Officer for
JPS.

Seven Principles of GDPR
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There are seven core principles relating to person data, these principles are a guide to how personal data should be handled and
used:

1. Lawfulness, fairness, transparency
— Be clear and honest about how data is collected and used, e.g. in our Website Policy.
2. Purpose limitation
— Only use data for the reason it was collected.
3. Data minimisation
— Only collect the personal data you actually need and have said will be collected.
4. Accuracy
— Keep data correct and up to date.
5. Storage limitation
— Don’t keep data longer than is necessary (how long this period is, depends on the type of data)
6. Integrity and confidentiality
— Keep data secure and only accessible by appropriate personnel.
7. Accountability
— Be able to demonstrate compliance with the law relating to data protection.

What is a data breach?

A data breach is when personal data is:

e lost

e Stolen (including where data theft isn’t the target of the thief)
e Accessed without permission on an electronic device

e Sentto the wrong person electronically or in paper form

Examples:

e E-mailing the wrong attachment or the wrong person

e Losing a laptop, phone, USB or a folder of information

e  Cyber-attacks

e Not removing address details for previous customers from boxes

Important:

Report breaches immediately to privacy@johnpye.com —do not try to hide or fix them yourself

Data subject rights

Individuals have rights over their data, including the:

e Right to access the data we hold concerning them

e Right to correct inaccuracies in the data held about them

e Right to erasure (“right to be forgotten”)

e Right to restrict or object to processing of their personal data

If you receive a request of this type, or which could be a request like this, even if it doesn’t use the same wording or you aren’t
sure what it is, please pass it to privacy@johnpye.com without delay as there are deadlines to respond to these requests.

Your responsibilities

Everyone in the organisation has a role in protecting data and ensuring the business complies with UKGDPR. The final section of
this Toolbox Talk gives more detailed examples of how different areas of the business may face risks when handling personal data;
below is a selection of general duties all staff should bear in mind and day-to-day situations that could lead to data breaches.
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You must:

e  Only access personal data you need to do your job

e Never share any personal data without proper authority

e Not discuss or disclose client, staff, or customer details with anyone outside of John Pye Auctions or in front of any
colleagues who do not need to use personal data as part of their role.

e  Always confirm a customer’s identity before discussing their account

e Keep information secure (close paper files, lock screens when away from your computer, use strong passwords on
work devices)

e Not store personal data on unencrypted laptops, phones or other devices

e Not use personal email or USB drives for work data

e  Be careful when sending emails (double check recipients)

e Ensure all used and returned electronic items are data wiped prior to sale

e  When not in use, safely store any hard copy personal data in a locked cabinet

e Ensure address labels from previous recipients are removed from inside and off the outside of all customer return
packages

e Not leave documents or devices in unattended vehicles

e Report any suspected data breaches immediately to privacy@johnpye.com

Personal details/information you can ask a customer to provide to prove they are the accountholder (or someone
authorised to speak on their behalf, as noted on the account) — you should ask for three of the following before disclosing
to the customer any account details:

Name / Address / E-mail address / Telephone number / Invoice number / A recent item won / Recent payment amount

Contact privacy@johnpye.co.uk if you are unsure about any matter relating to personal data

Good practice

GDPR is everyone’s responsibility. Handling personal data protects:

e Individuals’ privacy
e The organisation
e You as an employee

If you’re ever unsure about handling data—ask before you act. Remember: It’s better to check than risk a breach.

Specific departments at John Pye Auctions

Please refer to the relevant section for the area of the business you work in:

Watch out for completed return labels left inside, or address labels on the outside, of packaging;
these labels often show previous customer’s personal data such as their name, address, and \
telephone number, and sometimes payment information, so must be removed and securely disposed :
of.

Furthermore, we should not be disclosing to the buyer which client/vendor the item is from!
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Electrical items including smart devices, game consoles, cameras, satnavs, white goods, mobile and
landline telephones can all store personal data; any used device that could store data must be data
wiped before being entered into sale.

Many documents that contain personal data are left in vehicles that come to our sites following
seizure.

All documents such as V5 forms, driving licenses, bank credit / debit cards, statements and other
documents including repair and utility bills all contain personal data and must be removed and safely
stored until they have been recovered by the owner or, if not collected, securely destroyed.

Electronic devices such as mobile phones, laptops, memory cards, USB sticks, and tablets are also
often found in seized vehicles; these devices may contain personal data so must be kept securely
until collected by the original keeper or be securely destroyed or data-wiped and sold at auction if
the original keeper doesn’t collect them.

Built-in satellite navigation units could also contain personal data, and wherever possible must also
be wiped. However, it is understood that it will not always be commercially viable to purchase a key
to access a vehicle and start the engine to carry out a data-wipe; please refer to your Area Manager
for the SOP on clearing these devices.

Paperwork in offices often contains personal data, examples of this include customer invoices,
customer ID documents, and vendor client staff members’ details. When not in use all such
documents must be stored in a lockable cupboard accessible only by relevant authorised personnel.

Caution must be taken in and around offices to ensure that GDPR regulations are complied with at all
times. Personal Data should not be displayed on memo boards.

Digital work devices will also contain personal data, and additional care must always be taken to
ensure that devices such as computers, laptops, tablets and mobile telephones are locked when
unattended.

If you have access to a company vehicle (or use another vehicle for work or for commuting to and
from work), you must ensure that any data you transport in any vehicle is not left unattended within
that vehicle; this includes company laptops, tablets, phones and company paperwork that may
contain customer, employee or client information.

CCTV & Security
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All our sites have CCTV installed for the protection of our employees, customers and visitors, our

clients’ stock and our business’ assets. CCTV recordings also fall under the obligations covered by UK
GDPR.

Access to CCTV PVR’s / display monitors must be restricted at all times and, where possible, password
protected so unauthorised access does not occur.

Visitor books, NHS track and trace and customer viewing attendance logs are all subject to the same
legislation and contain personal data, these records must not be left unsecure at any time.
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